Privacy policy

Information on the processing of personal data of users of the https://hackedlist.io/ website

in accordance with the provisions of Article 13 of Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) (hereinafter referred to as the "GDPR"), and taking
into account the general principles of the GDPR.

("Information™)
1. Personal data controller

In relation to the management and processing of personal data as defined in the GDPR and further
specified below in this Information, CyWeTa DNS s.r.o0. is the main controller and also the processor
of personal data, with its registered office at K Noskovné 579, Nebusice, 164 00 Praha 6, registered
in the Commercial Register maintained by the Municipal Court in Prague, Section C, Insert 377716,
ID No.: 17843863 (hereinafter referred to as the "Controller" or "CyWeTa DNS"), which takes the
main decisions regarding the purposes and means of processing personal data and is thus the main
establishment (see point 36 of the preamble to the GDPR Regulation). The Controller operates and is
responsible for the processing of personal data collected through the websites

https://hackedlist.io/ and

2. Method of obtaining personal data

The personal data of the users of the https://hackedlist.io/ website (hereinafter referred to as
"User" or "Users") is obtained by CyWeTa DNS directly from specific individuals at the moment when
they:

> They visit the Website https://hackedlist.io/;

> They accept "cookies";

> Sign up for services provided by CyWeTa DNS; or

> Voluntarily provide your personal data through the form designed for communication between
Users and CyWeTa DNS. *

* In the event that the User provides CyWeTa DNS with his/her personal data through the form for communication with
CyWeTa DNS, he/she confirms that he/she is aware of the Information provided in this document before the first provision of
personal data within the form.

3. Purpose of processing of personal data

Personal data is processed by CyWeTa DNS in the form in which it was provided by the User, and
only for the purposes set out below:
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> Sending commercial communications (direct marketing) (in accordance with point 47, point 70
and Article 6(1)(f) of the GDPR) and furthermore in connection with the provisions of Section
7(3) of Act No. 480/2004 Coll., on certain information society services. In this case, the
controller has a legitimate interest in the processing of personal data to promote the services
and product offerings of the CyWeTa DNS Group;

»  Management and Processing of personal data for the purpose of communication with specific
Users in relation to the content of communication made via the contact form, to the contact
email addresses of CyWeTa DNS or in the context of registration for subscription to services;

> For statistical purposes in anonymous form in order to optimize and improve the functioning of
the website;

» In order to protect the servers from misuse by third parties as a legitimate interest of CyWeTa
DNS within the meaning of Article 6(1)(f) of the GDPR.

The controller declares that it does not process personal data in a way that is incompatible with the
above purposes.

4. Scope of processing of personal data

Personal data collected from Users of the https://hackedlist.io/ website and processed by
CyWeTa DNS only to the extent necessary to achieve the purposes set out in Article 3 above.

In case the User visits the website https://hackedlist.io/ and CyWeTa DNS automatically provides
the following information:

> |P address;
~ Information about the individual CyWeTa DNS sites he visited,;
> the date and time the site was visited;

» referrer URL;

Data about access to and use of the https://hackedlist.io/ website are stored in log files.

In case the User uses the CyWeTa DNS contact form to communicate with CyWeTa DNS, CyWeTa
DNS provides some of the following information:

> name and surname;

> e-mail;

If the User of the https://hackedlist.io/ website provides CyWeTa DNS with additional Personal
Data through the contact form on the website or in any other manner made available here, the
General Data Protection Directive of the CyWeTa DNS Group applies to its management and
processing.

Personal data collected through the https://hackedlist.io/ website, including data provided via the
contact form, is processed by CyWeTa DNS in an automated manner. Automated processing is the
processing of personal data in which only automated information systems such as IT applications,
software, etc. are used. When processing personal data, CyWeTa DNS does not use automated
processing of personal data on the basis of which aspects of a person's behaviour are evaluated or
predicted ("profiling").

5. Time of processing Personal Data
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Personal data processed in connection with the operation of the https://hackedlist.io/ website is
processed by CyWeTa DNS for the time necessary to achieve the declared purposes of processing.

The personal data collected in connection with the use of the https://hackedlist.io/ website is
processed by CyWeTa DNS for the duration of the use of this website by a particular User and
subsequently for a period of 4 years. The Controller has a legitimate interest in keeping this personal
data in order to protect its rights in the event of potential litigation. After this period, the personal data
will be disposed of in a secure manner.

The personal data of Users, provided via the contact form on the website https://hackedlist.io/ or
sent by email to the contact email addresses of CyWeTa DNS, will be processed for the period of time
during which the mutual communication between the User and CyWeTa DNS takes place and
subsequently for as long as it is strictly necessary to protect the rights and legitimate interests of both
parties to the communication, taking into account the content of the mutual communication.

Transfer of Personal Data to third parties

The processing of personal data does not involve any unauthorised transfer of such data to a third
country or international organisation.

The personal data of the Users of the https://hackedlist.io/ website are not transferred for external
processing. Personal data is processed directly by the Administrator (CyWeTa DNS).

Users' rights in relation to the processing of Personal Data

As a User of the https://hackedlist.io/ website, you are able to exercise the following rights against
CyWeTa DNS:

» Right of access to personal data (the right to obtain confirmation from the controller as to
whether or not personal data relating to him/her is/is not processed in accordance with Article
15 of the GDPR);

~ The right to revoke previously granted consent to the management and processing of personal
data;

> Right to rectification of personal data;

» Right to erasure of personal data;

> Right to restriction of processing of personal data;

>~ the right to data portability;

> Right to a copy of personal data;

>~ the right to object to the processing of personal data,

» the right to lodge a complaint with the Office for Personal Data Protection and the right to
effective judicial protection if the User considers that his rights under the GDPR have been
violated as a result of the processing of personal data in violation of this Regulation.

The aforementioned rights can be exercised in written form addressed to the registered office of any
company of the CyWeTa DNS group, via e-mail: support@hackelist.io, or in the case of a complaint
to the supervisory authority, file a complaint with the supervisory authority, which is the Office for
Personal Data Protection, located at Pplk. Sochora 727/27, Postal Code 170 00, Prague 7. We will
provide you with our response or information about the measures taken as soon as possible after
receiving your request.

If any commercial communication is disseminated by CyWeTa DNS to Users via electronic mail, it is
clearly marked as a "commercial communication" and at the same time an indication is given as to
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where and how the addressee may contact the sender with a request if he/she does not wish to
continue receiving commercial information from the sender.

In accordance with point 70 and Article 21 of the GDPR, the Controller expressly draws the User's
attention to the fact that, with regard to personal data processed for the purpose of sending
commercial communications (direct marketing), the User has the right to object at any time, free of
charge, to such processing of personal data (including profiling, insofar as it relates to such direct
marketing), to the extent that the processing is related to the direct marketing in question, whether it is
initial or further processing. If the User objects to the processing of personal data for the purpose of
sending commercial communications (direct marketing), CyWeTa DNS undertakes to no longer
process the personal data for this purpose.

Use of Cookies

Cookies are short text files that are created by a web server and stored on your computer via your
internet browser (Internet Exporer, Firefox, Chrome, etc.). They are used to ensure that when you
return to https://hackedlist.io/ later, the browser sends the stored cookie back to the server so that
it can retrieve all the information it has previously stored for you.

Cookies are used to optimise the Website and contain, for example, information about the User's
previous accesses to the relevant servers or what offers have been viewed so far.

CyWeTa DNS uses the following types of "cookies":

~ First party cookie (= first party cookie)

~ Third party cookies (= third party cookies)

The user has the option to prevent the storage of cookies at any time. As a rule, this is done by the
corresponding settings in the browser or by other procedures, see below.

Using Google Marketing Platform

The website https://hackedlist.io/ uses the Google Marketing Platform, a web service of Google
Inc. ("Google"). Google Marketing Platform uses so-called "cookies" (including third-party cookies),
text files that are stored on your computer and that enable an analysis of your use of the Website. The
information generated by the cookie about your use of the Website is generally transferred to and
stored on a Google server in the USA. Within the member states of the European Union or other
contracting states of the Agreement on the European Economic Area, Google will truncate your IP
address if IP anonymisation is activated on this Website. Only in exceptional cases is the entire IP
address transferred to a Google server in the USA and shortened there. On the instructions of the
operator of this Website, Google will use this information to evaluate the use of the Website, to
compile reports on Website activity and to provide other services relating to the use of the Website
and the Internet in general. The IP address provided by your browser in the context of Google
Analytics will not be associated with other data held by Google.

You can prevent the storage of cookies by selecting the appropriate program settings in your
browser; however, please note that in this case you may not be able to use the full functionality of the
website.
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